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Where Does the MRI Go? The Confl{

— Massive Digital Footprint & Cloud Migration

— AWS holds the largest share of the global
healthcare cloud market.

— Conflict: Technical Speed of Cloud vs. Ethical
Necessity of Privacy. i
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AWS Shared Responsibility Model: The Sec? Gap

AWS Global
RESPONSIBILITY Compute Storage Database Networking (l';':;?g:: CE:;;Z
(Security "of" the Cloud) Locatic')ns)

Thesis: Without a Zero-Trust architecture, we risk commodifying
human suffering.

Argument: Relying on default vendor security is negligence.
(Amazon Web Services, Inc, 2025)




We are Commodifying Human Suffering

— Informed Consent: Fluidity in the cloud blurs static
consent (Kolaventi, et al., 2024).

— Secondary Use: Aggregated data trains proprietary
Al models, risking ‘data commodification’ (Shuaib,
et al., 2021).

— The Gap: Protection is contractual, needs to be
mathematical (stripping patient agency)




When Misconfiguration Becomes Negligencej :

— Data Sovereignty: Cross-Region Replication risks
violating rulings (e.g., Schrems Il).

— Shared Responsibility: AWS secures the cloud; the
healthcare provider secures the data in the cloud
(Amazon Web Services, Inc, 2025).

— The Gap: Technical misconfiguration becomes legal
negligence.




Outsourcing Our Professional Ethics

— Professional Duty: Failure to implement Client-Side
Encryption for PHI is professional incompetence.

— Vendor Lock-in: Binding lifetime patient history to
short-term vendor contracts is a failure of stewardship
(Jukka Varelius, 2008).

— The Gap: We trust the network implicitly, ‘outsourcing’
our professional ethics.




Engineering Exclusion into the Source Code

— Digital Divide: Cloud-Native systems require
high-bandwidth/low-latency connections.

— Social Inequality: Creates a ‘two-tier healthcare
system (Nasrulddin, et al., 2025).

— The Gap: Architecture is too dependent on
connectivity, contradicting the ethical principle of
Justice.
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Action

_Verify every request,
____assuming the

network is
compromised.

Rationale

This aligns with the
professional duty of
care
(Valanarasu, 2024).
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Securing Data Mathematlcally
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Action

Implement
omomorphic
Encryption.
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Example

De-identify medical
images before they
touch the Al model
(Tanksali, et al., n.d.).

Rationale

Allows
computatlon on )
encrypted data.
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Action

Design for
Offline-First
capability.

Strategy

Applications must
cache data locally
(Baddam, 2025).
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Ethics as a Catalyst for Career Growth

i

Decision Making Accountability Career Growth

Write code that Maintain - ~| Master ‘Privacy by
Design’ for leadership

‘protects’ human Professional . |
: rights, not just Integrity. roles in governance.
‘works'. / / : /
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